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1
Decision/action requested

This paper provides information on the needs to have a validity period in NSSAA results.
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Rationale

For some network slices, a UE is required go through the procedure of Network Slice Specific Authentication and Authorization (NSSAA) before PLMN can grant the UE accessing the slices. The NSSAA is performed between the UE and the AAA-S, which in turn sends the authorization outcome to the AMF of the PLMN.  
In the current NSSAA procedure, the authorization outcome is sent to PLMN (or AMF) without indicating any validity information. This is equivalent to state that this authorization outcome can last forever. Having a permanent authorization outcome is a bad security practice in any network. We will discuss further potential impact below based on different outcomes, i.e. failed (unauthorized) and successful (authorized) NSSAA. 
3.1


Failed NSSAA 

A failed NSSAA authorization will cause PLMN (i.e. AMF) to generate a “Rejected S-NSSAI” at AMF and sent to UE. This leads to the fact that UE could not send a registration request again or always be rejected by the network for the same network slice. For example, for the purpose of traffic control, AAA-S may tentatively reject UE’s slice-access request. Without validity period, this will be interpreted by PLMN as an illegal user without subscription and reject the UE’s request forever.  

Note 1: As comparison in the case of Primary authentication, UE can always send a new registration request without such a problem. 

Note 2: As to Secondary Authentication, UE can always imitate a new PDU session establishment request with new Secondary Authentication, without an issue. 
3.2


Successful NSSAA
A successful NSSAA authorization without expiry means a permanent authorization to UE to access the requested slice, i.e., once successful no authentication again. This leaves the door open to potential attackers. An attacker may impersonate a legitimate slice user unnoticed as no more check is performed for slice access, e.g. otherwise username and password are checked. 
Even for an AAA-S that is willing to practise access control with a validity period, it will fail as the current NSSAA does not have an IE to convey the information to PLMN. 

Note 1: Primary Authentication procedure has an implicit validity period. After each instance of Primary authentication, corresponding keys are derived/updated. These keys have validity periods and once they expire Primary authentication needs to be performed again. NSSAA does not produce keys and no such mechanisms. 
Note 2: Secondary Authentication has an implicit validity period as well. Secondary authentication is tied to a UE-specific PDU session. Once the PDU session is released, the authentication result is invalid. 
Note 3: Revocation process is used for relocating users who do not/no longer have subscription to the slice services. It is not appropriate to be used here to restrict with a validity period. 
4
Detailed proposal

Proposal: It is proposed to add in “validity period” information to NSSAA results that sent to AMF by AAA-S. A simple fix is included in the companion CR document S3-203101. 
